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Dear Jonathan,

The following is a preliminary written description of the process we discussed the
other day. It is a first draft, and was written to give you something written to refer to
when you consult with your colleagues. Unfortunately, it is very unpolished, and also
incomplete. Nevertheless, I hope that together with our conversation, this document
will give you enough information to decide whether or not this process ("Helena") is
"patentable", and if so, what steps need to be taken to reach that end.

Again, I lack the words to describe the appreciation and gratitude I feel. I know you
are a very busy man, and I value highly the time you are sparing for me.

Thanks a million
And Shavua Tov

Benny
054-8040040
bhochster@gmail.com
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1. Short Description

A method (process) for protecting computer files from being manipulated or
harvested by background unauthorized malware (such as Trojan horses and similar).

2. Method Summary

1) Software implementing this process is installed on the computer or (in case of
a computer network) all computers on the domain.

2) Any file that needs to be protected is flagged through the software.

3) The software continuously monitors file system activity through memory
commands.

4) Once the flagged file is called to memory the software intercepts the file, not
allowing it to be loaded to local memory before the user authorizes the
process.

5) The user is notified on screen that "process X is attempting to access the
flagged file". The user than has a choice between either allowing process to
access the file or declining it.

6) If the process was invoked intentialy by the user he will allow it (i.e. he started
"word" in order to edit the file). But if the process is not recognized by the
user, or invoked by some background program, the user can decline. By doing
so, the system will immediately terminate the suspicious process, and take any
further needed measures to handle the situation (for example, notify sys
admin)?

As aresult, even if the malware passed through both the antivirus/antimalware and the
firewall (usually in cases of target-specific-designed Trojan horse), it will be unable to
manipulate or harvest the critical company files.

The following paragraph pretty much says the same as the above, but it is written in a
"non algorithmic" manner, and without direct reference to any specific "software". |
am not sure, but I think this might matter in the context of patenting the process:

The proposed system secures computer files from hidden and/or background
processes by preventing any manipulation of the flagged files without the user's
manual confirmation. This is done by continuous monitoring of the computers internal
memory for attempts to access or manipulate flagged files. Once such an attempt is
detected the user is clearly notified and the attempting process is halted until the user
confirms the process to be initiated by him, or otherwise legitimate process.
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3. Background
Up to date, there are 2 major strategies employed to secure sensitive data.
3.1 AntiVirus/AntiMalware

The first are known as "AntiVirus" or "AntiMalware". These programs are designed
to monitor the system, and alert — and then fix — the existence of threats in the system.
Essentially, all of these programs are based on comparing every program, registry key
changes, DLLs etc. to a list made by provider of the service. A provider of such a
service will typically monitor internet activity throughout the web, identify malicious
software or processes, and than update the client installed on the user's system. Once
updated, the client can detect the existence of this malicious code (and sometimes its
variants), and take action according to the threat to eliminate the risk.

When this works well, it is a very good technique for handling widely spread
malware. It insures that once the malicious code is detected by the service provider,
the client antivirus will stop it from penetrating the user's system, and if already
penetrated, to eliminate it.

But, the anti malware provides little or no protection from a specific-target-designed
malicious program. Unlike most malware, designed to spread to as many computers
possible, in order to cause damage or harvest data, sometime (especially for
espionage), a malicious peace of software would be written specifically for the system
it targets. It will not attempt to multiply or spread beyond the targeted computer or
network. (Example: a program designed by competition to corrupt the data on the
main server of a big company. This software will not spread, and will never be
identified by the antivirus service provider. Hence, the client installed on the
computers of the target's computer will not know to consider it as a threat, leaving the
entire system exposed.).
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3.2 Firewalls

Figure 2: Simplified Firewall

The second is known as a "firewall". Firewalls monitor the systems network
connections. There are many different types of firewalls, intending to control the
incoming and outgoing communication.

(a) If the firewall identifies an attack from the outside it will stop it before reaching
the protected system.

(b) It will also allow the user to allow or deny access to the outside from unauthorized
programs

The most important weakness of firewalls is "Trojan horses". Trojan horses coming
from the outside via the network (for example, when visiting a malicious internet
website, or through the email), might very well be stopped by the firewall, but if the
malware is installed BEHIND the firewall (for example, an employee loading a disc
he received to his computer, unknowingly releasing the malware hidden on the CD),
the firewall will be helpless against it.

Similarly, the firewall would typically be able to stop the malware from accessing the
internet, but a smart Trojan horse would not try that. Instead it will use an authorized
program to send out the discrete data (example: the firewall probably already knows
that the user is authorized to send out emails using the mail client. The Trojan would
than send the secret files through email as attachments, leaving the firewall clueless.)
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Figure 4: System attacked behind
Firewall.
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4. The Helena Method

The Helena method is designed to secure critical files even if other solution fail or fall
short. In other words, this process will allow for security of the files AFTER the
malware overcame the Antivirus and or firewall, and is has already infected the
system.

This is done by means of software employing the Helena Approach. The software is
installed on all computers on the system (This could mean one personal computer or a
large network of computers). Every critical or secret document is flagged in the
software.

Helena Flagged Files E‘@E

- The following Files are flagged the HELENA process.
l Helena will notify you if they are called to memory.
Yy ) HELEMNA will prevent them from being loaded to
memory until the user allows access to it based on the
calling program

5_year_Forecast.Doc
Strategy.PDF
Directors_Protocol.PDF
Chairmans_Mistress.JPG

Modify

Remove

Cancel

Bl

Figure 5: Helena Flagged Files

The software will continuously monitor the computer's memory. Once a flagged file is
called to memory by the file system, the software will identify the corresponding
process or program, stop the file from being loaded to memory, notify the user
onscreen, and ask if to allow the process to proceed or not.

Helena Intercept Message EI@EJ

The Process “Outlook.exe” is attempting
to access the flagged file
“5_year_forecast.doc”. If you did not
initiate this process, you can deny access.

9 -

‘ Allow H Deny |

Help ‘
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If the user has initiated the process (in the figure above for example, the user is
sending the file as an attachment with "Outlook"), he can choose "Allow" and
continue.

But if this was not initiated by the user (for example, the alert described in figure X
pops up while the user is playing solitaire), that means that this is a result of a process
invoked by a background program, possibly with malicious intent.

In this case the user can choose "Deny". This will result in (a) immediately
terminating the process. (b) Securing the document immediately and (c) alert the
system administrator for further investigation.

4.1 AntiMalware vs. FireWall vs. Helena

An Anti Malware monitors PROCESSES and PROGRAMS, detecting malicious
ones. Once detected it would protect the system by means of deleting or quarantining.
A malware undetected will be free to cause the damage or steel data from the system.
This would usually be the case with non-spreading target-specific malware.

Firewalls, deal with what comes in and what leaves the system. A firewall is helpless
when the malware enters the system from within (example — Trojan horse on CD).
Moreover, if the malware uses a platform authorized by the user to access outside the
network, it will be able to send any file to a remote site as long as that site is not
flagged.

Helena monitors FILESYSTEM ACTIVITY and not processes. A malware residing
in the system cannot access Helena protected files without the real-time confirmation
of the user. Hence, if the process is suspected as malicious, the user will not confirm
the access to the file keeping it secure. As a byproduct, Helena in such a scenario,
will in fact detect the existence of potential threats undetected by other methods.
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5. Scenario Description

Victim LTD is under attack. Their Competition, Evil LTD is after it's forecast. In
order to get this data, Evil LTD designs a small software (called
"HomonHarosho.exe") to send all files from Victim's computers to an FTP server
controlled by Evil. In order to get around Victim's firewall they put it on a CD that
also contains the movie "StarTrek 77". They know that Victim's employee, Joe, loves
StarTrek, and will be glad to receive it for free. When Joe watches the movie on the
company's computer, HomonHarosho.exe installs itself on Joe's computer without
Joe's knowledge.

The antivirus installed on this computer checks HomonHarosho.exe against the
updated virus dictionary, but since there is no reference to it, and it does not
demonstrate typical viral behaviour, the AV does nothing and does not identify
HomonHarosho.exe as a threat.

Figure 7: The Trojan horse "HomonHarosho.exe" bypasses firewall and
antimalware, and infects the computer.

Now the Trojan starts sending files to Evil's remote server. This is done in the
background, without Joe knowing. One of the files sent happens to be

"5 year forecast.Doc". This is exactly the info Evil LTD needed to crush Victim
LTD....
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If Joe would have used Helena, when HomonHarosho.exe would attempt to access a
critical file such as "5 year forecast.Doc" (which would have been flagged to Helena
earlier since it is so important), HomonHarosho.exe would not get access to the file.
Instead the process would have halted, and Joe would have received a warning
message on the screen :

Helena Intercept Message EI@EJ

The Process "HomonHarosho.exe” is
attempting to access the flagged file
“5_year forecast.doc”. If you did not
initiate this process, you can deny access.

9 -

‘ Allow H Deny H Help ‘

This would appear even in the middle of an exciting solitaire game. Since Joe did not
initiate this program he will suspect this process to be malicious, and deny access to
the flagged file. This could save the company, not to mention his job.

Since Helena does not attempt to "know" when the process is legitimate and when it's
not, this alert will come up also when Joe himself tries to access the flagged file. For
example, if Joe makes changes to the file, and wants to send it to his colleague for
review. Helena will detect this activity halt the process and notify Joe:

Helena Intercept Message EI@EJ

The Process “Outlook.exe” is attempting
to access the flagged file
“5_year_forecast.doc”. If you did not
initiate this process, you can deny access.

9 -

‘ Allow H Deny H Help ‘

Of course, since Joe himself invoked the email client (outlook.exe) he will choose
allow and continue working as usual.
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Helena Process Streamlined

Helena Has a list of protected (“flagged”) files (or file characteristics) as
defined by the computer’s administrator. The memory is continuously
monitored for any filesystem requests

f/ A Process calls/ | | ’ The file is compared
| queriesafileto @ - against a list of
\ memory / ‘ flagged files.
1 S L . -
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Appendix 1: Some background about the recent Israel Trojan Horse Attack
(Web Pages)

1. source: http://www.ynet.co.il/articles/0,7340,L-3091872,00.html
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